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ABSTRACT

Due to advantages such as quick connection establishment and mul-
tiple streaming over a single connection, QUIC was included in the
new standard of HTTP 3.0 as an alternative transport layer protocol.
Since QUIC operates on UDP, however, QUIC flows can be blocked
by existing countermeasures against UDP flooding attacks, even
if transmission rates are fairly controlled by congestion control
algorithms, such as TCP. In this paper, we confirm that such a prob-
lem arises in real-world Internet environment and design effective
approaches to avoid it. In the first approach, the gateway router
dynamically sets the rate limit for the QUIC flow, based on the
expected next CWND size estimated by the receiver using a built-
in congestion control algorithm. The second approach leverages
the proactive dropping of packets (or ECN marking) to distinguish
whether the flow is a self-regulated QUIC flow or an unresponsive
UDP attack/selfish flow. Simulation studies using the ns-3 simu-
lator confirm that the proposed approaches can selectively allow
QUIC flows regardless of their short-term transmission rates while
preserving the effectiveness of existing countermeasures against
UDP flooding attacks.
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1 INTRODUCTION

Traditionally, web applications have been serviced using the HTTP
protocol over TCP connections. An encryption protocol called
Transport Layer Security (TLS) is added to provide privacy and
data integrity. A three-way handshake of TCP [1] and the key ex-
change/agreement process of TLS must be performed to establish
an HTTP connection, which has a significant effect on page load
time (PLT). Besides, in-order delivery upon TCP may cause the
head-of-line blocking (HOLB) problem in the HTTP pipelining,
aggravating PLT.

In order to resolve the problems, Google has developed an alter-
native transport layer protocol called QUIC (Quick UDP Internet
Connections) [2], which uses UDP as the transport layer protocol
and support network functions for reliable and efficient content
delivery at the application layer. Since QUIC operates at the top
of UDP, the connection setup latency could be reduced to 0 or 1
round-trip time (RTT). On UDP, packet loss in a single stream does
not block packet transmission across multiple other streams, thus
avoiding HOLB. Consequently, QUIC reduces Google search latency
by 8% on average and video re-buffer time by 18% for desktop [3]. To
be TCP-friendly, QUIC offers a plug-type congestion control, which
facilitates the application of various congestion control schemes.

Due to the characteristics of simplicity and low overhead, UDP
packets are easily exploited to implement denial of service (DoS)
attacks. Since a high volume of “best effort” traffic can be sent to
any host without checking for valid connections, the receiving host
may be overloaded and the network where the receiving host is
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located can be severely congested. To protect receiving host and its
network, firewalls are typically installed on gateway routers to filter
out malicious UDP packets. Here it is noted that legitimate QUIC
flows delivered using UDP packets can also be blocked due to high
short-term transmission rates, even if they are fairly controlled by
plug-type congestion control methods.

In this paper, we report that such a problem is occurring in real-
world Internet environment and design two simple but effective
solutions to address the problem. The first solution works in a col-
laborative manner between the gateway router (running a firewall)
and the QUIC receiver. The QUIC receiver uses a built-in conges-
tion control algorithm to estimate the sender’s next congestion
window size (transmission rate) and informs the gateway router of
the expected maximum receivable sequence number. This allows
the gateway router to dynamically set the appropriate rate limit,
and as a result, QUIC packets may not be filtered out regardless of
the short-term transmission rate. In the second solution, without
any help of other nodes, the gateway router exploits the idea of
Active Queue Management (i.e., the proactive dropping of packets)
to determine whether the flow is self-regulated or not. When the
incoming rate of a flow exceeds the rate limit, the gateway router
intentionally drops a single packet of the flow and monitors the
flow’s incoming rate during a couple of round-trip time periods.
If the incoming rate decreases, the gateway router determines the
flow as a self-regulated one and prevents the rate limit from being
applied to that flow.

The proposed solutions are implemented in the ns-3 simulator
and their efficacy is evaluated. The simulation studies show that the
proposed solutions allow QUIC flows to be selectively serviced re-
gardless of their short-term transmission rates while preserving the
effectiveness of the existing countermeasures against UDP flooding
attacks. The rest of this paper is organized as follows. The related
works and the motivation for our work are addressed in Section 2.
In Section 3, the design of the proposed scheme is described, and
the effectiveness of these schemes is verified in Section 4. Section 5
concludes this paper.

2 RELATED WORK AND MOTIVATION
2.1 QUIC

It has been about 30 years since HyperText Transport Protocol
(HTTP), the underlying protocol for World Wide Web (WWW),
was first designed. Using HTTP, web resources such as servers’
HTML files have been accessed, and they appeared on the web
browsers with text and images. Over the years, the Internet has
evolved considerably, and many websites are offering much more
resource-intensive content than ever. Even native applications are
being delivered in the web environment.

Amid these changes, the initial versions of HTTP, known as
HTTP 0.9 ~ 1.1, reveals their limitations. Up to HTTP 1.0, a new
TCP connection is created for each request, which increases the
latency and overhead of opening connections to multiple queries.
From the version of HTTP 1.1, instead, a persistent connection is
established between the server and the client, and it is reused for
successive requests. In order to further reduce the PLT, a number of
successive requests are sent without waiting for responses, which
is called HTTP pipeline technology. Here, not all HTTP requests
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could be pipelined and requests that should be processed for a long
time may hold up subsequent responses, resulting in a HOLB.

To address all of these limitations and speed up web services,
HTTP/2.0 was introduced in 2015 [4]. Its design is based on SPDY,
a previous HTTP replacement protocol developed by Google [5].
HTTP/2.0 supports multiplexing of multiple data streams over a
single TCP connection. Therefore, it resolves the problem of HOLB
at the HTTP level. However, since multiple data streams are sent
over a single TCP connection, HTTP/2.0 cannot resolve the TCP
HOLB, where loss or delay of some TCP segments on the TCP head
of line makes subsequent segments be held by the TCP stack.

In 2013, Google introduced QUIC, an experimental transport
protocol for the purpose of realizing a faster web [6]. QUIC provides
the functionality of TCP + TLS + HTTP but is layered on top of
UDP instead of TCP (Fig. 1). Therefore, services may be no longer
delayed due to TCP routines such as three-way handshake and
in-order delivery. The distinguishing features of QUIC that can
affect PLT are summarized as follows [7].

(1) Fast connection establishment : Since in TCP-based web ser-

vices, data is transferred over the connection established by

performing TCP three-way handshake and TLS handshake, a

delay of three RTTs is inevitable before data transmission. In

HTTP 3.0 using QUIC, application data can be transmitted after

at most one RTT required for exchanging security information

(creating the QUIC connection.).

Multiplexing without Head-of-Line blocking : In order to avoid

HOLB due to TCP’s in-order delivery [8], QUIC supports multi-

plexing multiple streams over a UDP connection. Each data is

carried in a stream frame that is identified by a unique 64-bit
stream ID, and multiple frames carrying data independent of
one another (corresponding to multiple streams) are encapsu-
lated in a single QUIC packet. The stream is implicitly created
by using a frame with a new (unused) stream ID and is termi-
nated by setting a "FIN" on the last frame of the stream when
data forwarding is complete and the stream is no longer needed.

Each stream is treated as a logically independent flow so that

clients can continue to process data from other streams even if

packets in a certain stream are dropped.

(3) plug-type congestion control : Since QUIC packets are sent over
UDP connections, the reliability mechanism provided by TCP
(e.g., TCP congestion/flow control, in-order delivery, etc.) is
not available. To address the issue, QUIC implements its own
reliability mechanism in the user space, not in the kernel space.
In particular, congestion control is provided as a plugin to make
QUIC flows TCP-friendly. Algorithms for TCP performance
enhancement (e.g., FACK [9], TLP [10], F-RTO [11], Early re-
transmit [12], PRR [13], etc) are also incorporated with QUIC.

@

~

2.2 UDP flooding attacks

The UDP flooding attack is a type of DoS (Denial of Service) attack
where a massive amount of UDP packets are sent to a target host
or network. Unlike TCP, which self-regulates the offered load, UDP
has no congestion control mechanism. This allows large amounts
of data to flow into the network using UDP flows, which can be
exploited to launch attacks that waste network bandwidth and
computing resources.
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Figure 1: HTTP/2 vs. HTTP/3

In order to handle UDP flooding attacks, in general, network traf-
fic is monitored in real-time on the gateway router and suspicious
flows are selectively blocked. Here, the detection of attack flows
has become an important research issue, and a variety of schemes
have been presented. In particular, the authors of [14-17] presented
schemes for identifying attack flows using the proportional packet
ratel. More specifically, the traffic rates in both directions are gen-
erally known to be proportional [14]. Under flooding attacks, the
rate of traffic entering the victim network becomes much higher
than that of traffic leaving the victim network, resulting in larger
traffic asymmetry. Hence, larger traffic asymmetry may indicate
that a flooding attack is being launched. However, the authors
of [18] pointed out that even in multimedia streaming services,
traffic asymmetry can be large since the traffic rate from the server
is much higher than that from the client, and thus the method of
using proportional packet rate can generate a high false positive
rate. Moreover, since the proportional packet rate in an attack flow
can be manipulated similarly to the proportional packet rate in a
legitimate flow, traffic asymmetry may not be an effective metric
for detecting attack flows.

2.3 Motivation

The QUIC flow may have a legitimate high short-term transmission
rate similar to TCP flows, depending on the congestion control
algorithm. However, since QUIC operates on UDP, the QUIC flow
could be considered a UDP flooding attack on the gateway router
and may be blocked by countermeasures against UDP flooding at-
tacks. Fig. 2 shows the rate of data reception captured by Wireshark
when a user on a campus network requests an 8K Ultra HD/60FPS
YouTube video. The user starts receiving data at 5.3 h second, but
suddenly stops receiving data around 6.45¢ h second. The firewall
installed on the gateway router counts the number of UDP packets
(per second) directed to each host and blocks a UDP flow if the
number of packets belonging to the flow exceeds a certain threshold.
Due to this operation of the firewall, QUIC packets are discarded
from around 6.45" second.

Our observation was reaffirmed by the network administrators.
Their report says UDP flows with a transmission frequency greater
than 512 during 4 seconds could be blocked, and recently this thresh-
old value has been manually increased to 2048 transmissions / 4

IThe ratio of incoming and outgoing traffic rate
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Figure 2: Receiving 8K Ultra HD/60FPS YouTube video at
SKKU campus

seconds. Here it is noted that no matter what the threshold is set
to, the congestion control scheme (in both TCP and QUIC) can
increase the transmission rate to exceed that threshold, depending
on the available bandwidth. Hence, a manual configuration with
high thresholds cannot solve the problem properly.

Several methods can be suggested as an alternative to this prob-
lem, but their limitations can be discussed as follows.

o Currently, UDP port 443 is being used to deliver QUIC pack-
ets. It may be a stopgap to ensure that flows with UDP port
443 are not regulated by the firewall’s rate limit. However,
packets created by flooding attacks may also have the same
port number.

By registering IP addresses of well-known content providers,
packets sent from these providers can be exceptionally pre-
vented from being blocked. With the inclusion of QUIC in
the HTTP 3.0 standard, however, more and more naive users
would use QUIC as an alternative transport layer protocol,
and thus this approach may be temporary and incomplete.

Typically, UDP flooding attacks generate unidirectional mas-
sive traffic, while QUIC flows have both incoming and out-
going traffic due to the receiver feedback-based reliability
mechanisms. Based on this observation, the firewall might
not enforce rate limits on flows with bidirectional traffic.
However, the authors of [19] reported that this approach
could be vulnerable to the “UDP Hole Punching” attack, in
which packets from the compromised node (in the internal
network) are used to “punch a hole” in the firewall.

3 THE PROPOSED SCHEMES

To ensure that QUIC flows are not harmed by the countermeasures
against UDP flooding attacks, this paper proposes two approaches -
the collaborative approach and the AQM?-based approach. In the
collaborative approach, the QUIC receiver uses a built-in congestion
control algorithm to estimate the expected traffic volume in the next
RTTs. Based on this, the allowable amount of traffic is calculated
and proactively notified to the gateway router with the firewall
installed, which enables dynamic configuration of per-flow traffic

2Active Queue Management
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Figure 4: AQM-based approach at the gateway router

limits (Fig. 3). In the AQM-based approach, the gateway router
intentionally drops a single packet (or marks ECN?) of the UDP
flow whose short-term transmission rate exceeds the threshold,
and determines the flow as a self-regulated flow if the incoming
rate decreases during the next a couple of RTT periods. If the UDP
flow is identified as a self-regulated one, it would not be affected
by countermeasures against UDP flooding attacks (Fig. 4).

3.1 The collaborative approach

To implement the idea, the following questions should be answered
- 1) How is the traffic volume of the incoming QUIC flow estimated
in advance? 2) How does the gateway router know the estimated
traffic volume?

3.1.1  How the legitimate incoming rate is estimated. As mentioned
above, QUIC uses receiver feedback-based reliability mechanisms
and window-based congestion control mechanisms, such as TCP.
Accordingly, on the receiver side, a change in the congestion win-
dow of the sender may be predicted in advance based on the built-in
congestion control algorithm and the acknowledgement packets
to be generated. Let W, and W be the congestion window size

3Explicit Congestion Notification
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Algorithm 1 The collaborative approach at receiver

: F « built-in function to compute expected traffic (CWND)
T« total traffic amount that has been received for a flow

. if QUIC packet is received then
fID « a flow ID extracted from P
fID’s 7 « fID’s 7 + bytes of P
if ACK packet is generated then
We «— F(ACK)
send ACK with «— 7 + W,
end if
: end if

R A AN > e

_
_- O

Algorithm 2 The collaborative approach at firewall

. T « total traffic amount that has been received for a flow
: L « allowable Traffic amount for a flow (In general, L > 7)

1
2
3
4: if Incoming packet with 443 port () is received then
5: if P is a QUIC data packet then
6 run ApplyVolumeLimit ()
7: end if
8: else if Outgoing packet with 443 port (P’) is received then
9 if P’ is a QUIC ACK packet with (W, + 7) then
run UpdateVolumeLimit ()
end if
end if

10:
11:
12:
13:

14: procedure AppLYVOLUMELIMIT(P)

15: fID « a flow ID extracted from P
16: fID’s 7 « fID’s 7 + bytes of P

17: if fID’s 7 > fID’s L then

18: block the flow of fID

19: end if

20: end procedure

21:

22: procedure UPDATEVOLUMELIMIT(P’)
23: fID « a flow ID extracted from P’
24: if fID is not found in the table then
25: create an entry for fID

26: end if

27: fID’ L « (W, + 7) extracted from P’
28: end procedure

(CWND) expected on the receiver and the actual CWND of the
sender, respectively. If the gateway router pre-recognizes W, for
a QUIC flow, it can set an appropriate limit to accommodate all
legitimate packets while preventing flooding attacks. The detailed
operations are described in Algorithm 1.

The following considerations should be taken into account when
calculating W,.

e Loss of ACK packets : Let W, (¢) and W () be the expected CWND
(estimated by the receiver) and the actual CWND (set by the
sender) for t-th RTT round. Since acknowledgement packets
could be lost during delivery, W (¢) may be temporarily smaller
than We(¢). In this case, however, the amount of traffic that
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- Receiving this packet, RECEIVER generates an ACK whose acknowledge number is x
- At the reception of the ACK, SENDER would increase its CWND by 1 MSS (y = y + MSS)
and send packets within the CWND updated

Sender's next CWND = y+MSS

usable but not usable

not yet sent

sent, not yet acked
(in-flight)

sent & acked

Sender's current CWND =y

[Sequence number of this packet is x + y + 1]

* RTT estimation at the receiver : Time between sending an ACK with an ack. no. of x and
receiving a packet with a seq. no. of x+y+1

Figure 5: RTT Estimation at the QUIC receiver

the sender would send is smaller than the limit set by the gate-
way router (W(t) < We(t)), and all legitimate packets can pass
through the gateway router.

RTT : In QUIC, when a packet is lost or congestion is explicitly
notified, the sender goes into the state of “recovery period” which
lowers the sending rate by reducing the CWND. It is noted that
even if a new packet loss or a new congestion notification occurs
during the recovery period, the CWND is not further reduced.
That is, the reduction of CWND is allowed only once per RTT [20].
In order to estimate the sender’s CWND accurately, therefore,
the receiver should be aware of each flow’s RTT. In the proposed
scheme, the receiver estimates RTT in the following way. When
an ACK generated at the receiver would increase the CWND
by one maximum segment size (MSS), the receiver records the
acknowledgement number of the ACK (x) and the increased
CWND (y + MSS). If the ACK is delivered to the sender, the sender
would transmit packets whose sequence number is smaller than
or equal to x+y+1 in response. Hence, at the receiver, the RTT
can be estimated from the time when sending an ACK (with the
acknowledgement number of x) that would increase the CWND
by one MSS (resulting in the CWND size of y+MSS) to the time
when receiving the packet whose sequence nubmer is x+y+1
(Refer to Fig. 5). During the estimated RTT, multiple CWND
reductions are not allowed at the receiver as well.

3.1.2  How the gateway recognizes the legitimate incoming rate. The
remaining work is to inform the gateway router of the amount
of allowable traffic estimated by the receiver. For QUIC flows, for-
tunately, the receiver sends an acknowledgement packet to the
sender as feedback. Hence, the estimated value is included in the
option field of the IP header (IPv4) or in the extension header (Ipvo6),
which allows the gateway router to set the appropriate volume
limit for the QUIC flow. The detailed operations are described in
Algorithm 2.

If, for each packet, the gateway router is notified of the sender’s
new CWND and updates the incoming rate of the flow, the overhead
may be significant. In order to reduce the overhead, this process
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(with Firewall)

Rate limit

We

Figure 6: Simulation topology

Algorithm 3 AQM-based approach

. if A UDP packet is received then
if The flow exceeds the rate limit then
fID « the flow ID
search fID in the ExceptionList
if the matching entry is not found then
run InspectionPhase(fID)
end if
end if
: end if
10:
: procedure INsPECTIONPHASE(fID)

1
2
3
4:
5:
6
7
8
9

12: discard a fID’packet (or set CE bit on a fID’packet)

13: monitor fID’s incoming rate for a period

14: if fID’s incoming rate < fID’s rate limit then

15: add the flow to the ExceptionList with expiration time
16: else

17: block the flow of fID

18: end if

19: end procedure

can be performed every n RTT rounds. In that case, the receiver
assumes that no packet loss occurs during the next n RTT rounds,
and estimates the amount of traffic that can be received until after
n RTT rounds. That is, the receiver estimates W, (¢ + n) at t-th RTT
round and calculates the maximum amount of traffic to be allowed
until the next n RTT rounds. This value is used at the gateway router
as the volume limit during the next n RTT rounds. This strategy
demonstrates the tradeoff between overhead efficiency and security.
Reducing overhead can temporarily compromise security.

3.2 AQM-based approach at firewall

Generally, routers accommodate queues for buffering packets due to
differences in packet arrival rates and packet departure rates. When
the network is congested, the queue of the router may become
full, and in this case, newly arrived packets may be discarded in a
burst manner. The burst packet drop can significantly reduce the
throughput of TCP flows. To address the problem, AQM has been
introduced in [21-24]. In AQM, the router can pre-drop packets
before the queue becomes full. This proactive dropping of packets
allows TCP senders to reduce the transmission rate, which in turn
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can alleviate network congestion. Instead of dropping a packet,
routers can also set a mark for Congestion Encountered (CE)* to
inform the sender of network congestion.

Here we note that self-regulated flows slow down the transmis-
sion rate in response to packet loss (ECN mark). The proposed ap-
proach uses this fact to identify whether the flow is a self-regulated
QUIC flow or an unresponsive attack flow. If the incoming rate of
a UDP flow exceeds the rate limit of the firewall, the flow will go
through the inspection phase. In the inspection phase, the router
discards a single UDP packet (or sets CE bits) and then monitors
the incoming rate of the flow for a couple of RTT periods. If the
incoming rate decreases and becomes smaller than the rate limit,
the firewall creates an exception to prevent the flow from being
blocked by the rate limit. Then, subsequent packets belonging to
the flow can be forwarded through the gateway router regardless
of the short-term transmission rate. The inspection phase can be
repeated after a random time interval to achieve better security,

4two least significant bits of the Traffic Class field in the IP header are set to 11
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which poses a tradeoff relationship between the throughput of flows
and security. The detailed operations of this approach are described
in Algorithm 3.

Compared to the collaborative approach, this approach has the
advantage of not needing help from other nodes and not generating
message overhead. However, the throughput of QUIC flows could
be slightly damaged due to the intentional packet drop (or ECN
mark) during the inspection phase.

4 EVALUATION

The proposed scheme is implemented on the ns-3 simulator [25]
and evaluated via simulation studies. Fig. 6 shows the simulation
topology, where the node Q, and U, behind the gateway router re-
ceive QUIC and UDP packets from the node Qs and U, respectively.
The background TCP traffic is transmitted from B; (i) to By (i), for
i =1:20. All links have a bandwidth of 1Gbps.

4.1 The effectiveness of the collaborative
approach

Fig. 7 shows the amount of data received for UDP and QUIC flows
under the collaborative approach. Initially, UDP packets are trans-
mitted at a rate of 20Mbps, and the transmission rate increases by
20Mbps every 5 seconds. When the transmission rate reaches 100
Mbps, the firewall on the gateway router begins to discard UDP
packets destined for the U;. Fig. 7(a) shows that the firewall also
drops packets of the QUIC flow for the same reason. With 13 back-
ground TCP flows disappearing at 30" second, Q5’s CWND begins
to increase and exceeds the threshold set in the firewall (100Mbps)
at around 40'" second (Fig. 8), resulting in QUIC flow being blocked.
With the proposed approach, however, it is confirmed that the QUIC
flow can survive from the firewall, and its transmission rate is af-
fected/controlled only by the congestion control mechanism of the
QUIC (refer to Fig. 7(b) and Fig. 8). Here, Fig. 9 shows the effective-
ness of the proposed RTT estimation scheme. The sender measures
an RTT value for each packet, while the receiver estimates the RTT
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Throughput (MB)
Collaborative approach ~ AQM-based approach
QUIC flow1 888.55 857.40
QUIC flow2 911.16 786.09
QUIC flow3 787.52 807.02
QUIC flow4 783.78 788.69
QUIC flow5 726.52 854.00
TCPs (aggregate) 6,696.84 6,601.89
Total 10,794.36 10,695.08

Table 1: Collaborative approach vs. AQM-based approach

= Actual RTT
+ Expected RTT

0.04}
go.oa
T 0.02
0.01
0
0 20 40 60 80 100
Time (s)

Figure 9: RTT estimation at Sender and Receiver

once per CWND. Because of the difference, a marginal difference is
shown between the two estimated RTTs, but it can be seen that, in
general, the two RTT values change similarly.

The overhead of this approach can be effectively mitigated by
increasing the notification interval. Fig. 10 shows the results when
the expected sequence number is notified to the gateway router
at different frequencies (every one, hundred and thousand RTT
rounds, respectively). As the frequency of notification decreases,
the temporal gap between the actual sequence number (sent by
the sender) and the expected sequence number (registered at the
gateway) increases. However, this gap set to the marginal value does
not allow serious security vulnerability, but trade-off relationship.

4.2 The effectiveness of the AQM-based
approach

In this section, the AQM-based approach is validated with the same
simulation scenario mentioned above. When the incoming rate of
the UDP flow reaches the rate limit (set to 100Mbps), under the
proposed scheme, the flow goes into the inspection phase where
a single packet is intentionally discarded and the incoming rate
is monitored. Since the gateway router observes that the flow’s
incoming rate does not decrease in response to the packet loss, the
flow is determined as an attack flow and blocked (refer to Fig. 11(a)).
In contrast, the QUIC flow reacts to the packet loss and decreases
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its transmission rate, as shown in Fig. 11(a) and Fig. 11(b). The
gateway router then registers information about the flow, allowing
the flow’s incoming rate to exceed the rate limit. Here it is noted that
if an attacker detects the rate limit (100Mbps in this simulation) in
advance, the attacker can take the initiative in reducing the sending
rate to trick the firewall. To avoid the problem, the firewall repeats
the inspection phase after a random time interval (An interval
of 10 seconds is selected for clarity of the resulting graph, but in
reality much smaller value may be chosen) regardless of the flow’s
incoming rate. Through these two inspection phases, the firewall
verifies that the flow is a self-regulated QUIC flow, and does not
block the flow even if the flow’s incoming rate exceeds the rate
limit.

The effectiveness of the two approaches is evaluated with multi-
ple QUIC flows (i.e., 2 UDP flows, 5 Quic flows, and 7 TCP flows),
and the results are shown in Fig. 12 and Table. 1. It is confirmed
that both proposed schemes can preserve legitimate QUIC flows
while effectively presenting UDP flooding attacks. The inspection
phase of the AQM-based approach does not significantly degrade
the achieved throughput of QUIC flows, and thus, the total through-
put of QUIC flows during the simulation time is very similar in
both schemes.

5 CONCLUSION

The QUIC, developed by Google, is widely used as an alternative
transport layer protocol for web applications and has recently been
included in the HTTP 3.0 standard. This paper demonstrates that
countermeasures against UDP flooding attacks in real-world In-
ternet environments can block QUIC flows operating on UDP. To
address the problem, this paper proposes two simple but effective
approaches - collaborative approach and AQM-based approach.
In the collaborative approach, the receiver estimates the sender’s
CWND using a built-in congestion control algorithm and notifies
it to the gateway router, which allows the gateway router to ac-
cept the QUIC’s self-regulated traffic regardless of the amount of
incoming traffic. In the AQM-based approach, the gateway router
intentionally drops a single packet and determines whether the flow
is self-regulated or not based on the throughput monitored during a
couple of RTTs. Via the simulation study using the ns-3 simulator, it
is confirmed that the proposed approaches may selectively service
QUIC flows while preserving the effectiveness of countermeasures
against UDP flooding attacks.
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